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Revision History

Date Rey Scope of Changes Author
June 20, 2019 1.0| InitialRelease Version Nidhi Arora
Jan 01, 2020 1.1! Section 2.3: Included Sandbox endpoints Nidhi Arora

Sectign 4: SOAPUI5.5.0 has now OAuth2.0 available
for bath POST & GET Methods (snippets included)
Section 4.2:
Inclusion of Note to cache token for 3600 seconds
Sep 02, 2020 1.2 [to make multiple warranty endpoint(s) calls Nidhi Arora

1 Overview

OAuth is an authorization method to provide access to resources over the HTTP
protocol. It can be used for authorization of various applications or manual user
access.

The general way it works is allowing an application to have an access token (which
represents a user’s permission for the client to access their data) which it can use to
authenticate a request to an API endpoint.

2 Prerequisite

2.1 Client_ID & Client_Secret
User has retrieved “client_id” and client_secret” from TechDirect API
portal - https://techdirect.dell.com/portal.30/Login.aspx

Note: API Key = Client ID

2.2 Grant Type
grant_type: Client Credentials (client_credentials)

2.3 Access Token URL
Production Endpoint: https://apigtwb2c.us.dell.com/auth/oauth/v2/token
Sandbox Endpoint: https://apigtwb2cnp.us.dell.com/auth/oauth/v2/token

Note:
o0 Warranty API there is no Sandbox or Test endpoint. Hence use Production endpoint
o If you are testing Self-Dispatch, Technical Support Requests,
getcaselite or searchcaselite then use sandbox endpoint
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3 Consume API Endpoint using Postman v 7.1.1 & above

3.1 Get Access token for the Resource (API)
When application is consuming API without user context, you could use the Grant Type

as Client Credentials
Content-Type = application/x-www-form-urlencoded

POST

v https://apigtwh2c.us.dell.com/auth/oauth/v2/token

VALUE DESCRIPTION

CON 5

By default, access token is valid only for 1 hour. If you are looking to invoke resource for
more than one hour without asking user to enter credentials, then you could use refresh
token to get the new access token.

3.2 Postman Tutorial

1.

e a >
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Select Authorization Type as “OAuth 2.0”

Click “Get New Access Token”

Grant Type — client_credentials

Access Token URL - Refer Section 2.3

Client ID — Use your private Client Id received from Dell EMC TechDirect APl team

Client Secret - Use your private Client Secret received from Dell EMC TechDirect APl team



POST v | hitps//apigtwb2c.us.dell.com/auth/oauth/2/token

Autharization @

secure while working in a co

T 0 Heads up! These parameters hold sensitive data, To keep this ¢

The autnorization data will be automatically
I ) Access Toke
generated when you send the request. Learn more (cess loxen

Add authorization data to

Request URL v

GET NEW ACCESS TOKEN

Token Name Token Name
|

Grant Type Client Credentials

Access Token URL © https://apigtwb2c.us.dell.com/auth/oauth/v2/token
ClientID @ 7o

mne R

n
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4 Consume API Endpoint using SoapUl v 5.5.0 & above

4.1 SoapUl Tutorial

1. Under Auth Tab - Select “Add New Authorization”
2. Select Type — OAuth 2.0
3. Click on “Get Token”
4. OAuth 2 Flow - Client Credentials Grant
5. Access Token URL - Refer Section 2.3
6. Client ID — Use your private Client Id received from Dell EMC TechDirect APl team
7. Client Secret - Use your private Client Secret received from Dell EMC TechDirect APl team
©; Request1
Method Endpoint
> B ¥ oo -|| Ps:ﬂ igtwb2c.us.dell -
L | hitps://apigtwb2c.us.dell.com i:
*g +X Tl v -
| I
E Name Value | Style L
@ Add Authorization
-~ - i3
Add Authorization
| Type %D.ﬁ.uth 2.0
. | I
v Profile name: EPmﬁI! 1
Media Type |aoolication/ison  |*| [ [ PostQu E.q: "Administz
| & |
Authorization: |Add New Authorization... |
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SoapUl will get the access token from server and display it in the Access Token field. When
you send the request, the token will be attached to it to authorize with the service

Authorization: |Profile 2 |

Access Token: Scafaf42 S

Enter existing access token, or use "Get Token™ below.
& Get Token

Get Access Token from the authorization server

OAuth 2 Flow: | Client Credentials Grant

Client Identification: [_

Client Secret: r_
Access Token URL https:/fapigtwb2c.us.dell.comy/auth/cauth/v2/ token
Scope: |

| Get Access Token]
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4.2 Get Access Token

Bearer Token generated shall be valid for 3600 seconds and require generating New Access
after the stipulated time. You will receive “Invalid Authentication” error message after the
Bearer Token is expired

NOTE: This token is valid for 3600 seconds (60 mins) and this Bearer Token should be
cached for multiple calls. With OAuth 2.0, new API calls made prior to that 60 min token
expiration are to use the same (cached) Bearer token number.

Implementation of bearer token caching prevents impact on customer throughput, backend
resource usage and overall APl performance

57 Request1 :
B , Method Endpoint Resource Parameters
V[Gk—r '] ﬂ|https‘.ffapigtwhlc.us.dell.com |']|IPROD:'shiI:’eapifvia’asset-cnmponents ||?ser\r'|cetag:D{)P
+ x “:'i, ¥ A 9 ; =UTF-8" contentlength="22"><!| [CORTA[I:
Name | Value Style | Level
‘ |servicetag DOPW102 QUERY RESOURCE
ave
-
Options: et
Authorization: Profile 1 v

Using the same Client ID and Client Secret - Click on “Get Access Token” to retrieve new token

et Access Token from the asthorization server

OQauth 2 Flow: [Ci'rent Credentials Grant
Client 1gentification: (77
= | Client Secret: Sce
—
! Access Token URI: |https:..'"_!apigl:wbzc,us.dell.cnmfamh.f’aauthfvz,-'mhen
| Optif
1 Scope: |

i Get Access Token ]

[ Auutomaticon... I

n

How to get an access token fromm an authorization server
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5 Error Codes

* Missing/Invalid OAuth2.0 token request * Kindly review lto use correct Client ID

parimeters & Client Secret and OAuth2.0
* Refresh token expired endpoint/URL
* Inyalid request to backend service (B2B, * Refer to sectipn 4.2

400 (Bad Request) Core Gateway) * Email to APIs| TechDirect@Dell.com
Use only OAuth2.0 as Authorization

401 (Unauthorized) Invdlid authentication type

500 (Internal Server * Try again later

Error) Internal Server Error * Email to APIs| TechDirect@Dell.com

6 Sequence Diagram

2
w Layer 7/API Gateway
APl consumer Gateway Self Service
app/end user stem Portal il

One Time Setup

-t add API to a logical Application®s
Retrieve client key and client secret > }
|

Runtime Flow
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